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BBEAEHUE

B HacTosIeM ITOKyMEHTE COAepkKATCS MHCTPYKIUM MO OpraHU3allM, yCTa-
HOBKE M HACTPOIKe caMoil cucTeMsl 3aiuThl OuenoH II.

ﬂOKyMeHT IMpEAHA3HAYCH UIA CUCTEMHBIX aIMUHUCTPATOPOB.

3a JIOMOJHUTEIBHBIMU CBEICHUSAMH U KOHCYJIbTalMeld oOpamaiiTech B KOM-
nanuo «Kpeno-uanor».

E-mail: support@credo-dialogue.com

CaiiT KoMnaHum: http://www.credo-dialogue.ru
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OBLUUE CBEOEHUA

IIporpammusie npoayktel KPEJIO 3amuimarorcss 0T HECAHKIIMOHUPOBAHHO-
IO HCIIOJIb30BaHMs TPU MOMOIIN CUCTEMBI 3amuThl JenoH 11, kotopas 6a-
3upyercsl Ha 3NeKTpoHHbIX kiodyax Guardant Code. Kimtoun Guardant Code
peajan3oBaHbl Ha COBPEMEHHOW BBICOKOIPOW3BOJUTENILHON —armapaTHON
waTGopMe ¢ BO3MOKHOCTBHIO BBINOJIHEHUS IIPOU3BOJBHOTO IOJIH30BATENb-
CKOTO KOJ]a BHYTPH YCTPONCTBA.

Cuctema 3amuThl OuienoH 11 MoXkeT UcTonb30BaThCs Kak Ui 3aIycKa Mpu-
JIOKEHUU Ha OTJCJIIBHOM KOMIIBIOTEPE, TaK U Ul KOHTPOJSL UCIOIb3YyEMBIX
nuneH3uit nporpaMMHbIX npoaykToB KPEJIO B cetn npeanpusarus. Ha kax-
JIOM KOMIIbIOTEPE, Ha KOTOPOM YCTaHOBJEH KJI0Y, HEOOXOAUMO 3aIlyCTHTh
Menenxep 3amuTsl Jmeson |1 1 mpu HEOOXOTUMOCTH BKIIOYHUTH MO-
JIEPKKY OOCITYy>)KUBAHUSI KIIUEHTOB 110 CETH.

Toabko nasa xommiekca CREDO Ill: gononHuTenbHBIE KOMIOHEHTHI —
penakropsl Knaccudukatopos, Cumpoios, [11abnoHoB, yTHINTE Murpaimu
JMaHHBIX U ['eHepaluu KaJaacTPOBBIX 3alpPOCOB HE TPEOYIOT OTICIBHOU JIH-
LICH3UH, OJHAKO JUIs CBOEU paboThl TpeOyroT Hamuuus kiroua Guardant
Code ¢ mo6oii muniensueit KPEJO.

IIpu OOHOBIEHMM WM TPHOOPETECHUU JOMOJHHUTENBHBIX JIMIEH3UH CH-
creM KPEJZIO Her HeoOXOQMMOCTH OOMEHHMBATh WJIM NPHOOPETaTh HOBBIN
ximrou 3ammtel Guardant Code. YCTpOHCTBO MOXKET OBITH JUCTAHIIHOHHO
OOHOBJIEHO C MOMOIIBIO YTHUIINTBI MPOrPAMMHUPOBAHMs KiIto4a (CM. Mojpas-
Jen «Y najeHHoe IporpaMMHUPOBaHUE KITFOUa 3aIIUTHD).

ANIEKTPOHHBbIE KIMHOYU GUARDANT CODE
NOPAOOK YCTAHOBKU KITHOYA

BHUMAHMUE ! USB-xio4 crieayer NOACOSAUHSTh K MOPTY TOJBKO MOCIE
ycraHoBkn Menemxepa 3amuThl JmesoH I, Ecnu ko
ObLT MOJICOEIMHEH JI0 YCTaHOBKM MeHepKepa 1 3aIyCTHIICS
CTaHAapTHBIN Mactep ycraHoBkH USB-yctpoiicts Windows,
TO HEOOXOJMMO M3BJIEYb KIIFOY U3 IIOPTa U OTMEHUTH paboTy
Macrepa.
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Ycranosutre MeHemkep 3aiuTbl JesioH |1.
[epe3arpy3ure KOMIIBIOTEP, €CJIM MACTEP YCTAHOBKH HOTPEOYET ITOrO.

Moncoenuuute kirou Guardant Code k cBobomnomy USB-nopry. Ilox-
KJIFOYCHUE M OTKJIFOUCHUE MOYKET MPOU3BOAUTHCS KaK MPU BKITIOYEHHOM
KOMITBIOTEPE, TaK M [PHU BBIKITIOYEHHOM.

Yo6emurecs B ToM, uto 3ammunieHHas cucremMa KPEJIO ¢yrkmmonmnpyet
MPaBUJIBHO.

BHUMAHMUE! Henp3s oTCOSIUHATH KITIOY, €CIIM OH MCHOJB3YETCS 3ally-

IIEHHBIMH MPUIOKEHUSIMU Ha KOMIIbIOTEpe Ui B ceTH. Cu-
cTeMa 3aluThl TPeOyeT IMOCTOSIHHOIO JOCTYyIa K K04y U
MOXET MPOBEPATh €ro HaJIM4YKMEe B MPOU3BOJIBHBIE MOMEHTHI
BpeMeHH. B citydae oTcoenuMHeHMs1 KII04a paHee 3alylieH-
HbIE MPIIOKEHHUS CMOTYT MPOJOJDKUTH pabOTy TOJIBKO II0-
CJIe BOCCTAHOBJICHUSI IOCTYIIA K HEMY.

BHUMAHHUE! Bo wu30exaHue MOTepU HECOXPAHEHHBIX JAaHHBIX HEJIb3s

JIOITyCKaTh MEpexXo] KOMIIBIOTEPa B IKIAYLIMH PEXUM
(standby), ecim Ha KOMIIbIOTEpE 3allyLIEHbI 3allIUIEHHBIC
npuioxkeHus oo Menemskep 3ammTsl Juiesion |1 ¢ mox-
JIEPKKOW 00CITyKMBaHMs KJIMEHTOB T10 CETH.

NPABWUITA SKCIMITYATALIMM N XPAHEHUA

OO6eperaiiTe JIEKTPOHHBIN KITI0Y OT MEXaHWMUECKHX BO3JCHCTBUH (T1ajie-
HUSI, COTPSICEHNUS1, BUOPAIIMU U T.IL.), OT BO3JCUCTBHS BHICOKMX U HH3KHX
TEeMIepaTyp, arpeCCUBHBIX CPEJl, BRHICOKOTO HAIPSDKEHHUS - BCE 3TO MO-
JKET MPHUBECTH K BBIXOMY KIIFOYA U3 CTPOSL.

He npunaraiite M3MUIIHUX yCUIMH IIPU HOJCOECAUHEHUU 3JIEKTPOHHOTO
KIIF09a K KOMITBIOTEPY.

He pasbupaiite 31€KTPOHHBIH KIIOY. DTO MOXKET IPHUBECTH K IOJIOMKE
€ro KopIyca, a TakXke K Iop4e UM MOJIOMKE 3JIEMEHTOB [I€4aTHOI'O MOH-
Taka ¥, KaK CIIeIICTBHE, K HEHA/IeXKHOH paboTe yCTPONUCTBA MIIM BBIXOIY
U3 CTPOSL.

Jomyctumasi Temmeparypa OKpYXarolllero BO3[yXa HpU XpaHEHHH, Iie-
PEBO3KE M paboTe IMCKTPOHHBIX Kirouel ot +0 10 +45 °C. OTHOCHUTENb-
Hasl BJIa)KHOCTh Bo3ayxa ot 0 no 100% 6e3 koHaeHcara.

He ucnonp3yiiTe 31€KTPOHHBIN KIIIOY, OXJIaXKACHHBIN IPU NEPEBO3KE WK
XPaHEHUH 0 OTPHULATENBHBIX TEMIIEpaTyp, MPEeXIe YeM OH MporpeeTcs
JI0 KOMHAaTHOH TeMIIEpaTyphbl.
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He nmomyckaiite momamanusi Ha 3JEKTPOHHBIA KITF04 (0COOEHHO Ha pa3b-
€Mbl) MBUIH, TPSI3H, BJIATH, JIFOOBIX KHUIKOCTEH u T. 1. Ilpu 3acopeHun
Pa3beMOB KJIH04a MPUMUTE MEPHI ISl UX OUYUCTKU. J{J1 04uCTKH KopIyca
U pa3beMOB HCIONB3YWTE CyXyl0 TKaHb. Mcrosap30BaHuEe OpraHUYECKUX
pacTBOpUTENEH HEAOMYCTUMO.

B cnydae HencmpaBHOCTH WM HEIPAaBWIBHOTO (DYHKIIHOHHPOBAHUS
JIEKTPOHHOTO KITI04Ya 00pamanTecs B CIyX0y TEXHHUECKOH MOAIEPIKKU
xomnanuu «Kpeno-Zuamor».

YOANEHHOE NPOrPAMMUPOBAHUE KITIOYA

Onekrponnsld kiaroy Guardant Code conepkuT MHYOPMALMIO O KOJIMUECTBE
JUUEH3UN NSl onpeneneHHol Bepcuu kaxaoit cuctemsl KPEJIO, 3amyck
KOTOpOH paspelieH Ha JaHHOM Kitode. [Ipu mokynke uiy oOHOBJIEHHH CH-
creM KPEJIO oOmeH min nproOpeTeHre HOBBIX KIIIOYel 3aluThl He TpeOy-
etcs. [lonp3oBaTenb MOXKET CaMOCTOATENIBHO NEPENpOrpaMMUpPOBATh KITIOY C
MIOMOIIBIO CTICIMAIBHON yTHIINTHI, TIPEIBAPUTENBHO ITOTYIHB OT KOMIAHUN
«Kpeno-/Inamor» wim ee pernoHaILHOTO MpeIcTaBUTeNs (aiin HOBOTO co-
CTOSIHHMS, ISl 3TOTO HEOOXOMMO:

1.
2.
3.

CoxpaHHTh Ha JIUCKE TOIyYeHHBIN (paiiil IporpaMMHUpPOBaHUsI KIrOYa.

Ckavath YTHINTY OPOrPaAMMHUPOBAHMS KITOYA.

[IporpammupoBaHue KI09a JOHDKHO BHITIOTHATHCS Ha TOM YK€ KOMITHIO-
Tepe, rae ycraHopieHa Cucrema saumrtel Duiesnod II. Tlepen navaniom
MPOLEAYPHl 3aBEPLIUTL BCE MNPUIOKEHHS, MONYHAIOIIUE JHIEH3UH C
MIPOrPaMMHPYEMOT0 KITI0Ya.

BcraBuTe B mMOpPT KOMIBIOTEpA KITIOY, Ui KOTOPOTO IpEIHA3HAYEH
¢aiin nporpamMmupoBaHus. J{okaaTbCsl ONpeeTIeHUs KIloYa CUCTEMOM
(cBeTOAMON KIIFOYA JIOJDKEH Ha4yaTh FOPETh NOCTOSIHHO). Ecim ximou He
OIIPEJETIUTCS, BCTABUTh €TI0 B APYrOH MOPT KOMIIBIOTEPa, a Takxke yoe-
JIUTBCS, YTO MOJIKIIIOYAEMbIC YCTPOWCTBA HE OJIOKUPYIOTCSl aHTHBHPYC-
HBIM WX IPYTUM MPOTrPaMMHBIM 00€CIICYEHUEM.

3amyCcTUTh YTHIIUTY IPOrpaMMUPOBAHUs Kito4ya. B OTKphIBIIEMCS] OKHE
(puc. 1) HaxaTh KHONKY BBIOpaTh, IpH 3TOM MOSBUTCS AHAIOT BBIOOpA
(aiina, B KOTOpOM HEOOXOAMMO yKa3aTh MOIYYSHHBIH (ailn mporpam-
MUPOBaHHUA KJIro4a. 3aTeM HakaTh KHONKY IIpuMeHHTh.
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'@J ¥tuawnTa nporpammupoeanna knroda 2.02.0003 >

P &N COCTOAHKA KOYE:

& TMpHiveHkTE

|| Bridpate

Puc. 1. Ymunuma npozpammuposanus knova

6. JlokaaTthes 3aBepIISHHUs MMpoliecca MPorpaMMUpPOBaHus Kiro4ya (OH MO-
KET 3aHATh HECKOJbKO MHHYT). [losiBUTCS cooOuieHune o pesysprare
oreparmu.

7. OOHOBIEHHBIN B IMpoIlecce MPOrpaMMHUPOBAHUS Kifoda (paim u CKpuH-
LIOT COOOINEHHsI O pe3yJbTaTe ONepalud HeoOXOIUMO OTIPABUTH MO
9JIEKTPOHHOI noute Ha anpec key@credo-dialogue.com.

UCNONb3OBAHUE CUCTEMbI 3ALLUTDI
SLUEJIOH Il B IOKAJIbHOU CETU

KonmgecTBO KOMITBIOTEPOB CETH, HA KOTOPBIX MOXET OBITH OJHOBPEMEHHO
3amymieHa koHkperHas cucrema KPEJIO, orpanndeHO KOJHYECTBOM 3aIpo-
rpaMMMPOBAHHBIX B KJIIOYE JHULEH3UH Uil COOTBETCTBYOIIEH cucTeMbl. K
OTHOMY KOMIBIOTEPY MOXET OBITh IMOAKIIOYEHO HECKOIBKO KITFOYEH 3alIlu-
ThI, IPY 3TOM KOJIMYECTBO JHUICH3UI AJIs KaXJA0H CHUCTEMBI, 3alIPOrpaMMHU-
poBaHHOE B KJIIOYax, cymMmupyerca. Kpome Toro, B mpezenax JIOKadbHON
CeTH MOXET (YHKIIMOHHUPOBATH HECKOIBKO MeHeIKepoB 3alIHUTHI Jiile-
JaoH |l ¢ BrIIOYCHHON MONACPIKKON OOCTYKHBaHUS KIMCHTOB MO CETU Ha
Pa3HBIX KOMIBIOTEPAx ¢ pa3HbIMU KiIouaMu. OOI1ee KOJIMYECTBO JHUIICH3UI
kaxaon cucrembl KPEJIO B cetu paBHO CyMMe JTMIIEH3UH, 3apOTrpaMMHUPO-
BaHHBIX BO BCEX KIFOUaX, 0OCITYKMBaeMbIX BceMU MeHeaKepaMu 3al[UThI
Smenon |l B JokampHOM ceTH.

Cuctema 3amutel OmienoH II mo3BosseT 3amyckaTh HECKOJIBKO KOMHH Kax-
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JIOTO 3aIUIIEHHOTO MPIWIOKEHUS Ha OJHOW pabodei CTaHIMU IS OJHOTO
I10JIb30BATEJIS], IPUYEM BCEM KOIMUSIM BBIACIISICTCS] €IMHCTBEHHAS JIMLIEH3US.

BHUMAHMUME ! Ecnu Ha KOMIBIOTEpE HCIONB3YETCsl OpaHaMaydp, HEOO0X0-
JIMMO HACTPOMTH €T0 TaK, YTOOBI OBUT pa3perieH 0OMeH WH-
(opManmerr MeXTy 3alIMIICHHBIMA TPIJIOKeHHIMHA 1 Me-
HeqKepoM 3amuThl Jmenon 1. [lis BctpoerHoro Opam-
May3pa OIepaIoHHOMN cucteMbl Windows Takasi HACTpO#iKa
BBITIOJTHSCTCS aBTOMATHYCCKH BO BPEMsSl YCTAHOBKH CHCTEM
KPEJIO u yrrmuT cucteMsl 3amuThl J1resioH 1.

AQANTALUA CACTEMbI SALLUTBI SLUENOH I
K CETEBOMY OKPYXEHUIO

Kak mpaBuio, ist paboThl CUCTEMBI 3alIUTHl JuienioH 11 B JIoKabHOW ceTh
HUKAKUX CICIUAIBHBIX HACTPOCK He Tpedyercs. JOCTaTOYHO YCTaHOBHTH
samumierable cucteMbl KPEJIO Ha paboune cTaHINM, BHIOPATh KOMITBIOTED,
K KOTOpOMY OyZeT MPHUCOETUHEH KIIFOY 3aIINTH, yCTAHOBUTH Ha HEM MeHe-
Joxep 3amuThl JmenaoH |1 ¢ mommepkkoil 0OCIyXHBaHHUSA KIMEHTOB IIO
CETU U BCTAaBUTh KIIt0U. [lociie BBINONIHEHUS 3TUX AEHCTBUN MOKHO IIPUCTY-
maTh K pabore.

3amuIneHHas cucTeMa IpU 3allycKe CHayaja IBITaeTCsl OOHAPYKUTh KITF0Y
nokanpHO. Ecnu Ha KoMIblOTepe He yCTaHOBICH MeHem:kep 3allMTHI
Swesion |1, wm orcyrecTByeT Ko, 100 HA HEM HET CBOOOITHBIX JTUIICH-
30l JUI1 JaHHOH CHCTEMBI, NPWIOKEHHE HPOU3BELET HMOMCK IMOJIXOMISIIETO
KJII0Ya B CETH. 3alIMIIeHHas cHcTeMa OyneT paboTaTh ¢ NEpBBIM OOHapy-
KEHHBIM MeHeKepoM, KITI0Y KOTOPOro UMEET COOTBETCTBYIOIIYIO CBOOOI-
HYIO JIMIEH3HIO.

HACTPOWKW 3AMYCKA OJ151 CUCTEM:
e KPE[O PACYET AE®OPMALIN 1.02
e KPEOO ONCINOKALMA 1.2
e KPEJO MOP®OCTBOP 1.01

Hactpotiky 3ammmennoii cuctemsl KPEJIO mpu pabote ¢ ceTeBoit 3ammuTon
MOHO IMPOM3BECTH C MOMOIIbI0 KoH(puryparmonnoro daiina Netech2.ini.
@aiin Netech2.ini momkeH HaXOAUTHCS B TOW JKe MalKe, KyAa YCTAaHOBJICHA
cucrema. [Ipumep ¢aiina, comeprkamero Bce BO3MOXHBIE TapaMETPhI B BUIIE
KOMMEHTApHUEB, yCTAHABINBACTCS] BMECTE C 3aIMIIEHHBIMU cucTeMamu. s
Toro uytoObl monyuuth (aiin Netech2.ini, moxxomsmuii amst KOHKPETHBIX
YCJIOBHI, HEOOXOIUMO YAAIUTh CUMBOJI KOMMeHTapus (;) B CTPOKax, CO-
JIepIKaIMX HY>KHbIE TapaMeTphbl, M 33/1aTh 3HAUSHHUS 3THUX NapaMeTPOB.
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MapameTpbl channa Netech2.ini

Jro6oii mapametp B Netech2.ini MmoskeT oTCyTCTBOBATE MM OBITH 3aKOMMEH-
THPOBAH — B DTOM CJIy4ae MPHIOKEHUE OYAET UCIOIb30BaTh 3HAUEHUE TI0
YMOJTYAHUIO.

CEKLIMSI [NETWORKPROTOCOLS]
B aT0ii cexumu 3anatorcst 001IMe napaMmeTphl:

e LocalOnly: ykaspiBaer 3ammieHHON cucreMe paboOTaTh TOJIBKO C JIO-
KabHBIM MeHemxepoM 3amuThl JmenoH |l. Bo3Mo)xHbIe 3HAUCHUS —
1 (ma, paboTaTh TONBKO ¢ JOKAILHBIM MenemxkepoMm) unu 0 (Het, mc-
TIOJIB3YETCS CeTeBast 3aIUTa). 3HaAYCHHE 0 yMoT4aHuio — 0.

o TcplP: ompenensieT, HEOOXOAMMO JIM HCIOJBL30BaTh MpoTokos TCP/IP
JUTT KOMMYHHUKAIMH ¢ yaaleHHBIM MeHemkepoM 3amuTsl JmesioH 1.
Bo3moxHbie 3HadeHus — 1 (1, ucnonab3oBath) win 0 (HET, He MCITOJIb30-
BaTh). 3HAUCHHUE IO YMOIYAHHIO — 1.

e TcplPv6: He ucnons3yercs.

CEKLWA [TCP/IP]
B aT0i1 cexumy 3anatoTcst napameTpsl it padboTsl o nporokosry TCP/IP:

e AutoSearch — yka3sIBaeT 3amMIIEHHON CHCTEME, HYXKHO JIH TIPOU3BECTH
ABTOMATHYECKHH NOMCK yaaneHHoro MeHemkepa 3amuThl JuiesoH ||
mo 3amaHHbIM kputepusM ServerAddress u ServerPort win monbiTaThest
MOJKIIOUUTECS  HEMOCPEACTBEHHO K  MeHemrkepy MO  aapecy
ServerAddress:ServerPort. ABTOMaTH4ecKuil MOWCK MOXKET HCIHOJIb30-
BaThCsl, €cln axpec MeHemkepa HEM3BECTEH 3apaHee. Bo3MoxkHbIe 3Ha-
yeHus — 1 (ma, npousBecTy nouck) win 0 (HeT, He MPOU3BOIUTH). 3HaUE-
HUE IO YMOJYaHuio — 1.

e ServerAddress — ykassiBaeT aapec (qoMeHHoe uMs wian [P-agpec) kom-
MBIOTEPA B CETH, HA KOTOPOM 3arnyineH MeHemkep 3amutbl Jmeson 1.
3HaueHue no yMonuaHuto — 255.255.255.255 (agpec ans mupokoBea-
TeNbHOM pacchutkn). IIpu 3TOM 3HaueHnn mapamerpa u AutoSearch=1
3alUIICHHBIC CUCTEMBI 6y,[[yT IMPpOU3BOAUTH aBTOMATHYECKHUU ITOUCK
MeHe/KepoB 3aUTHI JuieioH || B ceT ¢ moMOIIbIO NIMPOKOBEIIIA-
TENBHBIX PACCHIIOK.

e ServerPort — yka3piBaeT HOMEp IOPTa, UCIOIb3YEeMOTO YAaJCHHBIM
Menenxepom 3amuThl JmenoH |l a1 npuema 3anpocoB npu MoOUCKe
(AutoSearch=1) umu mis npuema 3amnpocoB K kmouy (AutoSearch=0).
3HaueHue Mo yMOIYaHuio — 5555.
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e SessionTimeout — MakcHManbHOE BpeMs B CEKyH/IAaX, B TEUYEHHE KOTO-
pOro 3alMIIeHHas CUCTEMa IPH 3aIlyCKe OYAET BBIIOJHSITH MOKMCK yJia-
nerHoro MeHemkepa 3amuThbl JmestoH |, ko4 koToporo uMeer cBo-
0OHYIO TUIICH3HIO. 3HAUYCHHUE 10 YMOTYaHHI0 — 20 CeKyH/I.

e SendRcvTimeout — makcuManbHOE BPEMSI B CEKYHIax, MO HCTCUCHUH
KOTOPOTO 3aIllMIICHHAs] CHCTEMa NPEKPAaTHT IONBITKH CBA3aThCS C yIa-
neHHBIM MeHeqkepoM 3amuThl JuesioH |1, mpemoctaBUBIIMM JTHTICH-
3u10. 3HaueHHe M0 yMOT4aHUIO — 7 cekyHA. Ilo ucreueHun 3Toro cpoka
MIPUIIOKEHHE co00INT, yTo MeHemkep 3ammuThl Jmeson |1 He HalineH,
W TIPEJUIOKUT MTOBTOPHUTH HNOMBITKY WIIM 3aBEPILUTH paboTy 0e3 coxpaHe-
HUSI PE3YJIbTATOB.

HACTPOWKMW 3AIMYCKA AN MM KOMMIEKCA CREDO |l
N NMNPOYMNX NPOrPAMMHBIX NPOAOYKTOB

Hacrpoiika mapaMeTpoB moncka cBOOOJHOM JIHIIEH3UN MTPOU3BOAUTCS C I10-
mombto Llentpa ynpasiaenust npoaykramu KPEJIO. Bknagka Hacrpoiiku
3amycka (puc. 2) mpenocTaBiisieT rpadudecKuii HHTepQeiic s perakTHpo-
BaHua HacTpoek Bcex cucreM KPEJIO, ycTaHOBIEHHBIX Ha KOMIIBIOTEpE,
3HAYUTEIHHO PACIIHMPSIS BO3MOXKHOCTH HCIOJIB30BABIIECTOCS B MPEIBIAYIINX
BepCHUsIX KOHPUrypamoHHoro ¢aiiza Netech2.ini.

CBop cTaTHCTHKK HacTpoliki sanycka
SkenopT WmnopT
= [ Obwme Hacrpoiikn qn9 BeIbpaHKHOro NpUNoKERNS 3aT] EHbI N0 YMONYAHWID.
=[] Crede lll MapaMeTpbl MAEHTHHMKALMK NoNb30BaTENs
[ Tennnan
[ Teokaptel [ windows-naeHTndwicauma
leckonoHka
E Feonorma [ Maermuduxaims no CredolD:
[1 Feccratncmuka
[ depora [ Mienons30BaTe Tonbko nowanksHsI kniod,
[ Keaactp CeTesoi Knkou:
[ Keneeprep
[ Munwz Mcnonk30BaTe WHPOKOBELWATENEHEIA MOWCK Mo MopTY | 5555
[1 Ofvere
O OpranusaLna ABIKEHIA |:| WononbsosaTe DNS-novas
[ Ocaaxa [] vkazaTe anpeca Meneaxepos
[ Cuerka
[ Ceesgm
[ Tenarpad
[ Toncnnan
[ TpyBonpeeogs
Ofwee Bpema noucka MeHeaxepa c
Bpema obiMeHa aaHHEMK © MeHemxepam c
Bepoa 1.01.0024 Mo ymonsaHio Ok OTmena

Puc. 2. Ilenmp ynpaenenus npodyxmamu KPE/IO
11
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Ientp ympasnenus npoxyktamu KPEJIO mo3BonsieT HacCTpOUTh Kak OT-
JICNIbHYIO 3alIMIICHHYI0 CUCTeMY (OAHOBpPEMEHHO 32- u 64-pa3psHble Bep-
cun), Tak u Bce [1I1 KPEJIO, ycraHoBNCHHBIE HA KOMIbIOTEepe (3amuchk O0-
wue). IIpu 5TOM HUCTIONIB3YIOTCSA TOJBKO aKTUBHBIE 3alUCH, HAIPOTUB KOTO-
PBIX B CHHCKE yCTAaHOBJCH (iar. allHuIICHHAs CUCTEMa B MEPBYIO O4Yepelb
UCIIONIb3YeT COOCTBEHHbIE HAcTpoMKkH, 3ateM Obwue. Ilpu orcyrcTBHM
MOJIb30BATENBCKUX HACTPOEK UCIOIb3YIOTCSA HACTPOIKY 10 YMOTUAHHIO.

Jlns HeKoTOpeIX TpoxykToB (kommaeke CREDO III, MAVH®PIUM,
I'EOCMETA) nomnonHUTENsHO MCHOIB3YETCsl 3alUCh, KOTOpas MO3BONSET
3ajaTh OOIMe HACTPOMKH Ul BCeX MpUIIOKeHUH rpynmsl. Ecmu omgHOBpe-
MEHHO 3aJIaHbl HACTPOUKH Il KOHKPETHOW CHUCTEMBI U JJIsl TPYHIIBL, TO Oy-
JlyT UCIOJIb30BAHbl HACTPOUKU KOHKPETHOU CUCTEMBL.

KHonka JKenopT Mo3BOJISET COXPAHUTH IOJIb30BATENILCKUE HACTPOMKHU IS
oOMeHa WM pe3epBHOTO KomupoBaHus B ¢opmare credoxml, a taxke moj-
roToBUTh nH(popManuio 060 Becex Hactpoiikax [1I1 KPE/IO Ha naHHOM KOM-
nbIOTEpEe JUIsl OTIPAaBKH B CIYXOy TeXHHYECKO moanepkku B (opmare
allxml. Krornka MMnopT mo3BOISIET 3arpy3uTh MOJIb30BATEIbCKHE HACTPOT-
Kd u3 KoHpurypanuonHoro ¢aiina Netech2.ini win u3 o6mennoro ¢aiina
credoxml.

Jlis 3amumeHHoN CUCTeMBI MOXKHO HACTPOUTH CIEAYIOIIHME MapaMeTpsl (B
ckobOkax ykasanbl aHasord B Netech2.ini npu ux namundun):

e Ipynna Ilapamerpbl HAeHTH(PHKAUMH NOJIb30BaTedsl — YKa3bIBAaeT
3alIMIIEHHON cHCTeMe Ha He0OXOIMMOCTh MpEABAPUTEIHLHOW WICHTH-
¢ukanmy monb3oBaTens AN paboTel ¢ MeHemsKkepoM  3alIMTHI
SuesoH |1, xoToperif moxgepkUBaeT MeXaHU3M YIPABICHUSA JOCTYIIOM
K smnersuam. ®mar Windows-uaeHTuUKANUA TPeINUCHIBAET OT-
NPaBJIsATh JaHHBIE YYETHOW 3amucH nojb3oBateis Windows win Active
Directory, or uMeHH KoTopoil 3amyckaercs npuioxenue (NTLM-
asropusanusi). @nar Upentupuxanus no CredolD mo3sosser paGo-
TaTh C apeHJOBaHHBIMH M BpeMeHHbIMH Bepcusmu IIII Ha cepBepax
KPEJIO. O6a BapmaHTa HE MOTYT HCIIOJIB30BaThCSl OJHOBPEMEHHO.
HecooTrBercTBHe HacTpoeK HMIACHTH(MKAIMK 3alUIICHHONH CHUCTEMBI W
MeHemkepa 3aliuThl IPUBEAET K OMIMOKE B MpoLecce IOIyYeHUs JIH-
nensuu. [lo ymonmyanuio o6a Quara CHATHL.

e Mcmoub30BaTh TOJBKO JoKaabHblii Kiiou (LocalOnly) — 3acrasiser
3AIIUIICHHYI0 CHCTEMY paboTaTh TOJBKO C JIOKaTbHBIM MeHemaKepoM
3ammThl JuenoH |1, 3anyck OyaeT BO3MOXEH TOJNBKO NMPU HaJIHYUH
YCTAHOBJIEHHOTO Ha Komrbiorepe Kimoya Guardant Code. ITo ymoiua-
HUIO (JIar CHST.

e Wcnosb30BaTh IMHPOKOBEMIATEIbHBIH MOMCK Mo mopty (ServerPort

12
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npu AutoSearch=1) — ykassIBaeT 3alMIIEHHON CHCTEME ITPOM3BECTH aB-
TOMAaTHYECKUIl TOKMCK yaaneHHoro MeHem:xkepa 3amutsl Jmenon Il ¢
MOMOIIBIO IIUPOKOBENIATEILHOM PACCBUIKM 110 YKa3aHHOMY IOPTY
(10JDKEH COOTBETCTBOBATH IMOPTY 00CITyX)HMBaHUs MeHeKepa 1o mpoTo-
koxry TCP/IP). ITo ymosryanuto ¢iar yctaHoBiieH, HOMep roprta 5555.

e MHcnouas3oBath DNS-nmonck — yka3siBaeT 3alIMIICHHON CHCTEME MPOU3-
BECTH IIOWCK yHajleHHOTO MeHem:kepa 3amuThl JmesoH |l no cnenn-
anbHBIM 3anucsaM B DNS.  Jl511 3TOro Mcnosb3yroTcs 3alMCU C UIMEHEM
EchMan  tuma SRV nmas mporokona  TCP, HanpumMmep:
_echman._tcp.credo-dialogue.local. ITorck mpoUCXOAUT B TEKYIIEM JI0-
MeHe. [Ipm HEOOXOOUMOCTH MOXHO HACTPOUTh HECKOJBKO 3amuceit
EchMan. /lanHblii BHJ NOMCKa YCTpaHSET HEJIOCTATKU IIMPOKOBELIa-
TEJIHBIX PACCHUIOK: HEBO3MOXKHOCTb 0OHApYXeHUs] MeHeKepOoB B JIpy-
THX CETMEHTaX CETH M BHICOKYIO HArpy3Ky Ha CETh, CO3IaBAaEMYI0 IIHPO-
KOBEIIATeILHBIMHU pacchuikaMu. [1o ymomgaHuro ¢iar cHAT.

e VYka3zatb aapeca Menemxkepos (ServerAddress:ServerPort npu Au-
toSearch=0) — yka3pIBaeT 3alIMIICHHOW CHCTEME aapeca YIaleHHBIX
MeneqxepoB 3amuThl JmesoH |1, koTopslie JOKHBI OBITH OIPOLICHEI.
Cnucok pasnerseTcss CHMBOJIOM «TOYKa C 3amsiToi» (;), MOXKET coaep-
xaTb [P-azpeca WM JOMEHHBIE UMEHA CEPBEPOB C yKa3aHHEM HOMepa
mopTa miu 6e3 Hero (o ymomdanuto 5555). [To ymomdanuto ¢uar cHsT,
CIIMCOK ITYCTOM.

o O0mee Bpems moucka Menemkepa (SessionTimeout) — 3agaeT Makcu-
MajbHOE BpeMs B CEKYH/aX, B TEUCHHE KOTOPOTO 3aIlUIICHHAS CHCTEMa
NpH 3aycKe OyIeT BHIMOJIHATH MOKMCK yaaleHHoro MeHeqkepa 3auiu-
1 Dmiesion 11, Koy KoTOPOro MMeeT CBOGOMHYIO JIMIICH3HIO. 3Hade-
HUE 10 yMoa4aHuto — 30 cexyH[.

o Bpems o0Mena nanabivu ¢ Menemkepom (SendRecvTimeout) — 3amaer
MaKCUMaJIbHOC BpEMA B CEKyHOAX, IO MUCTCYCHUH KOTOPOIO 3allWIICH-
Hagd CHUCTEMaA IMPCKPATUT IMOMBITKH CBA3ATHCA C YAAJICHHBIM MeHez[)Ke-
pom 3amuTel dureaoH |1, npegocraBuBImM CBOGOIHYIO JHIEH3HIO. 10
HCTEYEHUH 3TOTO CPOKa MPHIIOKEHUE COOOMMT, uTo MeHemsKep 3auiu-
Tl Jmesaon |1 HeqOCTYIEH, W TPEIIOKUT TTOBTOPHUTH IMOMBITKY JHOO
3aBEPIINTH paboTy 0e3 COXpaHEHUs PEe3yIbTATOB. 3HAUECHHE IO yMOJIJa-
HUIO — 5 CEKYyH].

BHUMAHMUE ! Ecnu oauH UIM HECKOIBKO MAPaMETPOB 331aHbl HEBEPHO, TO
HACTPOUKH HE MOTYT OBITh COXpPaHEHbI WJIM JKCIIOPTHPOBA-
HBI, TIPH 3TOM OJIOKMpPYETCsI IEPEKITIOUECHIE Ha IPYTHE 3aIli-
cu B criucke ycraHoBiieHHbIX [111.
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YMPABJNIEHUE HACTPOMKAMM
HA PABOYUX MECTAX

B kpymHbIX opraHuzanusx ¢ 6onsmmM KoiandecTBoM padbounx mect KPEJJO
MOXET OBITh BOCTPEOOBAHO ILEHTPAIN30BAHHOE YNPABICHNWE HACTPOHKAMHU
3aIIUTHI C TTOMOIIBIO TPYMIIOBBIX MOMUTHK Active Directory, KOTopsie T03-
BOJISIFOT PaclpoOCTPaHUTh €AMHOOOPa3HbIe HAOOPHI HACTPOCK HA BCE KOMITb-
JOTEpPBl OPTaHU3ALUK WM OTACIBHOTO MojapasfencHus. [IpaBuibHbIE ycTa-
HOBKHM 3aIIUTHl ycKOpsioT 3amyck 11, momMoraroT ycTaHOBHUTH pa3in4HbIC
MpaBWJIa IS TIOJpa3AeIeHIH, MUHUMHU3HPYIOT OOpaIleHNs 3a TEXHUIECKON
noanepxkoil. I[Ipu yrnpasineHuH ¢ MOMOIIBIO TPYNIIOBBIX HOJUTHK IOJIB30-
BaTeNIb HE CMOXKET PEJaKTHPOBATh JIOKAJIbHBIE HACTPONKU HAa CBOEM KOMIIb-
rotepe ¢ nomoinsto LlenTpa ynpasnenus npogykramu KPEJ[O.

Bcee moctymHble mapameTpsl pabOTHl 3alIMIICHHBIX CHCTEM MOTYT OBITh
YCTaHOBIICHBI C TIOMOIIBIO JIMUHUCTPATUBHOTO Ia0ioHa, A Hadajga €ro
HCTIONIb30BaHMS MOXKHO BOCIIOJIb30BATHCS HHCTPYKINCH.

KOMMOHEHTbI CUCTEMbI 3ALLNTbI SLWEJIOH I

Cucrema 3amutel JmiesioH 1 Bkogaer B cedst clieyromye KOMIOHESHTHI:

e  Menemxkep 3amuTsl JurenoH |l — cnyx0ba onepannoHHO# cucre-
MBI, KOTOpas o0ecneyuBaeT NpHEM 3alpOCOB OT 3alMIICHHOTO
NPUIOKEHHUS, 3aIlylIeHHOTO0 Ha KOMIIBIOTEpE, IOCTAaBKY MX HeIo-
CPEICTBEHHO K KIIOYY, a Tak)Ke OTIPaBKY OTBETOB KJIFOYa IIPHIIO-
KEHHIO.

e VYrwimra ynpasienns MeHemxkepoM 3amurhl JmesoH Il —
BCIIOMOTATEJIbHOE MPUIIOKEHUE, KOTOPOE TIO3BOJISIET HACTPAaUBaTh U
KOHTpOJIHUpOBaTh cepBuc MeHemxkepa 3amutsl Jumeson I, ycra-
HOBIICHHBI HA TOM K€ KOMITBIOTEPE.

e  Monurop 3amursl JmenoH || — He3aBucumas ytwinura (MOXeT
yCTaHaBIMUBAThCS OTJAENIBHO OT APYIMX KOMIIOHEHTOB), MO3BOJISET
ABTOMATHYECKH HAaXOJMTh M HAOIIOJAaTh 3a COCTOSIHMEM Bcex Me-
He/KepoB 3amuThl JuienoH |1, QyHKUMOHMpYIONMX B JIOKaIb-
HOH ceTH. [IONONHUTENBHO MOYKHO HACTPOUTh MOHUTOPUHT JIFOOBIX
MeHnemxepoB, Uit KOTOPBIX H3BECTEH CETEBOH azipec.

Ioxpo6buas uapopmanus 0 PyHKIIHOHHPOBAHUU U HACTPONKE KOMIIOHCHTOB
IIPUBE/ICHA B CIIPABOYHON CUCTEME.
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